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Disclaimer

Information collated in the IFC-IOR’s reports have been derived
from various internal and external linkages such as partner nations,
other maritime stakeholders, agencies and open sources. The report
aims to undertake analysis of incidents by establishing trends and
anomalies to ensure safety and security of mariners and seafarers.
While due care and effort has been taken to ensure veracity of data,
due diligence may be exercised for subsequent usage of information
contained therein. The positions of incidents depicted in some cases
may be approximate or indicative. IFC-IOR requests and seeks
assistance of all stakeholders to report incidents in the region to
undertake accurate predictive and prescriptive analysis so as to build
a comprehensive picture of existing threats in the maritime domain.
The information contained in the report and the analysis thereon, is
not reflective of the views of the Government of India or Indian Navy
in any manner.
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* GoG - Focus on only Piracy & Armed Robbery incidents

Trend Analysis of Incidents
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PIRACY AND ARMED ROBBERY
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PIRACY AND ARMED ROBBERY

08 piracy and armed robbery incidents (actual and attempted) were recorded by the

Centre in Sep 23, a slight decrease from Aug 23 (10 incidents). Fishing vessels (02), general
cargo vessels (02), bulk carriers (01), chemical tanker (01), barge (01) and pleasure craft (01)
were reported to be the targeted vessels. The number of perpetrators involved in these incidents
varied from four to a maximum of six. The regional analysis of Piracy and Armed Robbery is
enumerated in the succeeding paragraphs.

SOMS - An incident of sea robbery was recorded onboard the Liberia-flagged bulk carrier

Yangze 8 while it was underway in the Traffic Separation Scheme (TSS) of the Singapore Strait
(Eastbound lane). The bulk carrier was proceeding to Eastern Pilot Boarding Ground "B" / Eastern
Bunkering C anchorage. Four perpetrators were sighted in the engine room, one among them was
seen with a gun-like object. The perpetrators reportedly stole engine spare parts and all crew
members were reported to be safe.

GUlf Of GU’nea - An incident of sea robbery was reported onboard Liberia-flagged

cargo vessel MSC Wave F at Tin Can Berth 10, Lagos, Nigeria. Around four to five perpetrators
armed with knives and a steel bar approached the cargo vessel in a wooden boat and boarded
the vessel while at anchor. An alarm was raised by the ship’s crew, following which the
perpetrators fled with some ship’s items. All crew members and the cargo vessel were reported
to be safe.

Bay Of Bengal - An incident of sea theft was reported onboard the Singapore-

flagged chemical tanker, Maersk Belfast anchored at Kakinada, Andhra Pradesh, India. An
unknown number of perpetrators boarded the vessel at anchor and stole two mooring ropes. All
crew members and the vessel were reported safe.

EaSt Afrlca - Two incidents of sea theft were reported, off Poudre D'or and off

Calodyne, Mauritius. An unknown number of perpetrators boarded a fishing vessel and pleasure
craft in the above mentioned incidents. Reportedly, vessel’s items and a pleasure craft were
stolen in these incidents.

Arab’an Sea - An incident of suspicious approach by a high-speed skiff with three

perpetrators onboard was reported on the Spain-flagged fishing vessel IZARO in the Arabian Sea.
All crew members and the vessel were reported safe.

JaVG Sea - An incident of attempted sea theft was reported onboard the Indonesia-

flagged barge AZAMARA 5 at Wijayapura Pier, Cilacap, Indonesia. Reportedly, six perpetrators
were involved in stealing coal from the barge. The authorities apprehended one perpetrator,
however, the others managed to escape. Boats containing outboard engines and dozens of sacks
containing coal were seized by the Indonesian authorities.

Straits Of HOI'mUZ - An incident of a suspicious approach was reported on

board a Panama-flagged general cargo ship in the Strait of Hormuz.




CONTRABAND SMUGGLING
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CONTRABAND SMUGGLING

63 contraband smuggling incidents were recorded by the Centre in Sep 23, a 28%

decrease compared to Aug 23 (88 incidents). Drug smuggling constituted the highest reported
incidents, followed by natural resources, fuel, domestic products, tobacco, wildlife, alcohol
and weapons smuggling. A detailed analysis of sub-categories of contraband smuggling is
enumerated in succeeding paragraphs.

Drugs - 24 drug seizures were recorded, with four incidents reported inside ports and

harbours. This included 51.36 kg of syabu, 2.077 kg of ketamine, 530 methamphetamine and
8.6 million Captagon pills. The remaining 20 incidents were reported at sea, involving 649.297
kg of cannabis, 81.5 kg of cocaine, one million Captagon pills, 600 kg of hashish, 260 kg of
heroin, 2.077 kg of ketamine, 0.28 million yaba pills and 122.072 kg of methamphetamine.

Fuel - Eight incidents of fuel smuggling involving seizure of approximately 7,20,900 L of

diesel were recorded. These comprised three incidents off Vietnam, two each off Philippines
and Indonesia and one off Malaysia.

Domestic Products - seven incidents of domestic product smuggling were recorded

this month which involved small vessels. Four incidents were reported off Myanmar and one
each off Indonesia, Malaysia, and Vietnam. The domestic products seized in these incidents
involved chicken, jade, livestock, noodles, oil, plastic sheets, sugar, suitcases, water tanks,
bales and accessories.

Natural Resources - Eight incidents of natural resource smuggling were recorded,
comprising three incidents off Sri Lanka, two incidents off the Philippines and one each off
Indonesia, Myanmar and Vietnam. The seizures involved 4,098 kg of kendu leaves, 450 pieces of
lumber and 800 m3 of sand.

Tobacco - seven incidents of tobacco smuggling were comprising three incidents off the
Philippines and one each off India, Malaysia, Mayotte and Sri Lanka. A total of 37,641.18 kg of
cigarettes were seized.

Wildl ife - Five incidents of wildlife smuggling were recorded by the Centre. Two incidents

were reported each off Malaysia and India and one off Indonesia. The species seized were baby
lobsters, prawn seeds and sea cucumbers.

Alcohol - Three incidents of alcohol smuggling (70 L of liquor, 100,000 bottles and 6,000
cans) were reported comprising one incident each off Malaysia, Indonesia and Pakistan.

Weapons - One incident of weapon smuggling consisting of water gel sticks was recorded
off Sri Lanka. The explosives were likely to be used for blast fishing.




ILLEGAL UNREPORTED AND UNREGULATED (IUU) FISHING
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). Among these, 43 incidents of local and 26 incidents of
poaching were reported. Authorities seized 84 fishing vessels and apprehended 422 fishermen.
The total fish catch recorded was 6,978 kg, with Malaysian authorities seizing 6,000 kg.

- 43 incidents of local IUU fishing were recorded,

which comprised 12 incidents off Sri Lanka, nine off Mauritius, six off Malaysia, five off Vietnam,
four off the Philippines, two each off Indonesia and India and one each off Bahrain, Oman and
Pakistan. Most of these incidents involved violations of fishing licenses by local and foreign
fishermen, illegal fishing techniques and fishing of prohibited species. 24 incidents involved
usage of illegal fishing methods in local IUU fishing viz. light course fishing, dynamite fishing,
fish bombing, trawling, and electric trigger.

- 26 incidents involving foreign fishing vessels were recorded comprising

19 incidents off Australia, three off Malaysia, two off Indonesia and one each off Sri Lanka and
Maldives. The interdiction of foreign fishing trawlers by authorities across the region was
observed due to robust surveillance, timely information sharing, coordinated patrols and
adequate focus on the pertinent issue of poaching. 239 fishermen were apprehended and 35
boats seized by the authorities.
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IRREGULAR HUMAN MIGRATION

Sub-Category ® Irregular Human Migration
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IRREGULAR HUMAN MIGRATION

13 IHM incidents were recorded by the

Centre in Sep 23, a 41% decrease from Aug 23
(22 incidents). These comprised four incidents
off Mayotte, three each off Oman and
Philippines, two off Indonesia and one off
Mauritius. Migrants were observed using small
and unseaworthy boats, thereby risking
migrants’ lives.

Mayot fe - The incidents reported off

Mayotte involved detaining of traditional local
boats known as “kwassa-kwassa”, along with
suspected smugglers and irregular migrants.
510 irregular migrants and 37 suspected
smugglers were rescued and apprehended
respectively. No migrants were reported
missing or dead and 44 boats were seized in
these incidents.

Significant Incidents

= On 07 Sep 23, France authorities seized
eight boats and apprehended 154 irregular
migrants with 10 suspected smugglers off
Mayotte.
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MARITIME INCIDENTS
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MARITIME INCIDENTS

Mechanical failures constituted the highest number of
reported incidents, followed by MEDEVAC, capsize and sunk.

- Seven incidents of vessels running aground (two incidents in the Indian Ocean,
one each in the Bali Sea, Gulf of Aden, Gulf of Mannar, Philippines Sea and South China Sea),
were recorded marking a 42% decrease compared to Aug 23 (12 incidents). No oil leak was
reported in any of these incidents and all crew members were reported to be safe.

- 17 incidents of capsize and 16 incidents of
sinking were recorded by the Centre, with fishing vessels being the primary vessels involved,
marking a decrease of 18% from Aug 23 (40 incidents). A total of 40 lives were lost in these
incidents.

- The Centre monitored 21 MEDEVAC and 10 SAR
operations. The combined SAR and MEDEVAC saw a 14% decrease from Aug 23 (36 incidents).

- 22 mechanical failure incidents were recorded on fishing vessels,
passenger ships and cargo vessels, a 29% decrease from Aug 23 (31 incidents). The majority of
incidents during this month were reported due to engine failure and running out of fuel. The
incidents of mechanical failure are attributable to heavy weather and sub-optimal machinery
maintenance. The defects were mostly rectified by the ship’s crew. However, in some incidents,
assistance from local authorities was sought by vessels.
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OTHER INCIDENTS

Category ® Marine Environment Pollution
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01. An Incident of oil spill was
reported Off Chonburi Province
03 Sep 23

02. An Incident of oil spill was
reported Off Naga City, Philippines
03 Sep 23

03. An Incident of oil spill was
reported In Labuan, Indonesia
22Sep 23

Maritime Security Threats Marine Environment Pollution

(Hybrid) 03 incidents

* An oil spill incident was recorded off

o Chonburi Province, Thailand, on 03 Sep 23.
No incidents recorded
* An oil spill incident was recorded off Naga

City, Cebu, Philippines, on 03 Sep 23.

 An oil spill incident was recorded off
Labuan, Indonesia, on 22 Sep 23.

Others Cyber Security Incidents

No incidents recorded No incidents recorded
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WEATHER FORECAST - OCT 23

- ) .
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Region |

Region Il

Region IV

Region I: Arabian Sea (AS) - October is the transition month when SW’ly winds retreat
southwards and are replaced by the NE’ly winds. During this month the Arabian Sea (AS) is prone
to formation of cyclonic disturbances that generally track Westward. However, to the East of
70°E, some of these disturbances move NNW wards and later re-curve towards Northeast. A total
of 14 Cyclonic Disturbances have occurred in the region during the last 30 years. The average Sea
Surface Temperature (SST) is about 26 to 27°C over the West-central AS and 29°C over the South
AS. The Significant Wave Height is about 1.5 - 2.0 m over the East-central AS and increases
southwards to about 2.5 - 3.0 m over the equatorial Indian Ocean.

Region II: Bay of Bengal - A seasonal Low Pressure Area establishes over the Central and South
Bay of Bengal (BOB), which gradually shifts southwards resulting NNEly to NEly winds over the
area. The average winds speed over North BOB is about 10 Knots and over the southern parts it is
of the order of 15 - 20 Knots. During the past 30 years a total of 24 Depressions (frequency 1.40
per year) have developed over the BOB. Sea State during the month is generally 2, except in
Southeast Bay where the Sea State is 3. The direction of swell over most parts of Bay of Bengal is
S - SW’ly with height of the order of 0.6 - 1.2 m.

Region lll: Southeast Asia - During this month, Sea Level Pressure of the order of 1015 - 1020
hPa is observed to the north of 15°N. Surface winds are predominantly N-NE’ly/15 -20 Knots over
most parts of the open sea. Moderate swell waves from Northeast having mean height of 1.0 -
1.5 m are experienced over the South China Sea. Most tropical disturbance over the Gulf of
Thailand and South China Sea are remnants of systems that originated from West Pacific between
the latitudes 125 - 140°E.

Region 1V: South Indian Ocean - The Sea Level Pressure over the Northern parts of Southern IOR
is of the order of 1022 hPa, gradually decreasing to 1012 hPa towards the lower latitudes. A
region of high pressure is generally seen between Latitude 25-35°S and Longitude 50-90°E.
Generally tropical disturbances originate near 70°E and 10°S and moves Westwards or re-curve
towards Northeast. Strong winds from Southeast of the order of 15-20 Knots are seen from the
Equatorial Indian Ocean up to 30°S. Surface Current varies from 0.3 -1.0 m/s over south IOR and
relatively stronger currents up to 1.2 m/s seen along Southeast African coast and Malacca strait.
Moderate swell of the order of 2.0-2.5m from Southerly direction is seen over South IOR,
decreasing to 1.0 m towards equatorial IOR.

Note. The above weather report is also published on the IFC-IOR website and available at the
link below for download and reference.

https://www.indiannavy.nic.in/ifc-ior/static/data/reports/weather/IFC_IOR_Weather_Forecast Oct 2023.pdf

15




INFORMATION/EVENTS OF INTEREST

« |IFC-IOR hosted 2" edition of MISW themed on “Advancing Maritime Security for a
Sustainable Future” .

The 2 edition of Maritime Information
Sharing Workshop (MISW) 2023, hosted by
the Information Fusion Centre - Indian
Ocean Region (IFC-IOR) in Gurugram, India
from 14-16 September 2023, was a
significant milestone in advancing maritime
security in the Indian Ocean Region (IOR).
The workshop brought together 41
delegates from 26 countries, representing
the Indian Ocean Rim Association (IORA)
and the Djibouti Code of Conduct/Jeddah
Amendment (DCoC/JA), to discuss the myriad maritime safety and security challenges in the
region and the role of information sharing in addressing them. MISW 2023 highlighted the
importance of international cooperation and information sharing in maritime security,
underscoring the fact that maritime security is a shared responsibility. MISW 2023 not only
fostered knowledge exchange but also strengthened international bonds, reaffirming the
commitment of nations to work together towards a safer and more secure maritime
environment.

» Usage of Robots to Search Ships' Hulls for Cocaine Bales.

The Australian Border Force (ABF) seized
200 kilograms of cocaine at the Port of
Melbourne. Organised crime groups use
increasingly sophisticated methods to
smuggle drugs into the country. In an
incident, cocaine was attached to the hull
of a cargo ship that had travelled from
Argentina via New Zealand. The ABF used
an underwater remotely operated vehicle
(ROV) to identify a suspicious hull
attachment in the ship's sea chest.

Specialist divers from Victoria Police Search and Rescue Squad retrieved the packages of
cocaine. The ABF is working with other law enforcement agencies to combat drug trafficking
and protect the Australian community. Australia authorities intend to increase the use of
submersibles to inspect the hulls of arriving cargo ships.

IFC-IOR _Comments. The Centre had monitored similar incident in 2022, wherein
underwater hull attachments, submersibles and even autonomous underwater drones
were reported to be used by international drug traffickers. Such methodologies may also
proliferate in future in the IOR, especially to smuggle drugs into countries that intercept
a large portion of drugs shipped via innovative methods.
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INFORMATION/EVENTS OF INTEREST

+ Navigating Cybersecurity with the IMO and New NIST Frameworks.

In an age where digital transformation is the
norm, the maritime industry and port | .
operations are not immune to the manifold [ &

risks posed by cyber threats. The very
technologies that enable efficient operations
also open doors to potential vulnerabilities
that nefarious actors can exploit. Given the
significant role these sectors play in global
trade, cybersecurity is not merely an
operational concern but a critical element in ! ,
safeguarding global economic stability. T i

On 08 Aug 23, the National Institute of Standards and Technology (NIST ) released a new
version of the framework that can broadly be applied across commercial industries. While
the Cybersecurity Framework (CSF) is not specifically tailored for maritime operations, its
core principles, now updated to include Governance in addition to the original Identify,
Protect, Detect, Respond, and Recover—are universally applicable and provide a solid
foundation for cybersecurity risk management. The "Govern” feature in CSF 2.0 aims to
provide a more organised approach to handling cybersecurity risks. This is a significant move
towards incorporating cybersecurity into the wider objectives and legal obligations of an
organisation rather than just being a technical issue. The feature will enable any organisation
to adopt a more strategic approach to cybersecurity.

Methodologies for Assessing Cybersecurity Risks :-

 Gap Analysis - Perform an initial analysis to determine the gaps in the existing
cybersecurity infrastructure. This involves comparing current practices against industry
standards such as NIST CSF or IMO guidelines to identify vulnerabilities.

» Threat Modeling - Identify potential threat vectors, including both internal and external
sources. Consider risks associated with navigation systems, communication channels, cargo
management software and port logistics infrastructure.

* Impact Assessment - Estimate the financial, operational, and reputational impact of
potential cyber incidents. This involves running hypothetical scenarios to understand the
implications of different types of attacks.

» Risk Prioritisation - Based on the impact assessment, prioritise risks in their likelihood and
severity. Allocate resources accordingly to manage these risks effectively.

» Periodic Reviews - The cybersecurity landscape is ever-changing. Periodic reviews are
essential to update the risk assessment and adapt strategies per emerging threats and
technologies.
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INFORMATION/EVENTS OF INTEREST

e Future IUU Fishing Trends in a Warming World: A Global Horizon Scan.

Illegal, unreported and unregulated (IUU)
fishing is a multifaceted global threat,
occurring worldwide in inland waters,
exclusive economic zones (EEZs) and on the
high seas. Comprising everything from
small-scale, near-shore  activity to
industrial-scale, long-distance operations,
the current IUU fishing threat has the
potential to evolve significantly in a
warming world. These evolutions stand to
occur as fish populations themselves

respond to a warming climate. Alongside
critical stressors such as overfishing, oceanic warming is set to continue to contribute to an

ongoing overall decline in fish populations globally. In parallel, there is evidence that key
species are shifting poleward and to deeper waters, with declines in marine catch potential
expected in the tropics. Combined with the effects of melting sea ice, changing weather
patterns and the growth of marine heatwaves, among other factors, the impact on aquatic
ecosystems is potentially highly destabilising. These disruptive environmental changes have a
range of potential implications for IUU fishing activity. The need to anticipate future trends
across the threat landscape is thus pressing. This study highlights the IUU fishing trends in
four groups as mentioned below:-

» Group One - Shifting fish stocks and distributions.
» Group Two - Maritime boundaries and ungoverned spaces.
» Group Three - Evolving socioeconomic and criminological dynamics.

» Group Four - Challenges and opportunities for monitoring and enforcement.

» 22-days Ban on Hilsa Fishing to commence on 12 Oct 23.

A 22-day ban on hilsa fishing in Bangladesh will be E# .
imposed from 12 Oct to 02 Nov 2023. This bans
aims to protect the Hilsa fish during its peak F#%
breeding season. During the ban period, all fishing,
marketing, buying, selling, transportation, stocking
and exchange of hilsa will be prohibited across the
country.

IFC-IOR Comments. Hilsa is a popular fish in Bangladesh and the country’s national fish. It
is also a major economic resource for Bangladesh, with over 12% of the country’'s fish
production coming from Hilsa. This ban is an important measure to protect the fish and
ensure its sustainability.
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INFORMATION/EVENTS OF INTEREST

» Understanding lllegal Methamphetamine Manufacture in Afghanistan: UNODC'’s Report.

A recent analytical study by UNODC on ‘Understanding Illegal Methamphetamine
Manufacture in Afghanistan’ examines the modalities of illegal methamphetamine
manufacture in Afghanistan, highlighting risks to the region. The findings presented in this
study contextualise the illegal manufacture of methamphetamine with respect to quantifying
total methamphetamine production. The research shows that common cold medications and
industrial-grade bulk precursors offer more efficient, reliable and virtually limitless means to
support illegal manufacture compared with naturally occurring sources of ephedrine.
Continued focus on the ephedra plant bears the risk of overlooking emerging or existing
trends such as the diversion of chemicals from licit markets or their trafficking for the illegal
manufacture of methamphetamine. Law enforcement efforts that are regionally coordinated
and that target the diversion and smuggling of bulk chemical precursors may be more
effective in preventing and curbing the long-term expansion of illicit methamphetamine
manufacture in Afghanistan and the wider region. The important takeaways and key findings
of this report are as follows:-

v' Methamphetamine may be reshaping illicit drug markets long dominated by Afghan
opiates.

v' Seizure data suggests Afghanistan has emerged as a major regional producer of
methamphetamine.

v' Ephedra plant offers a cheaper precursor for methamphetamine manufacture but with
many drawbacks.

v Rapidly expanding methamphetamine manufacture is unlikely to rely on the ephedra
plant alone.

v Industrial-grade chemicals are more efficient and cost-effective for the manufacture of
methamphetamine and the focus on ephedra risks undermining responses.

v" Policy responses need to be regionally coordinated and focus on tracking and analysing
precursors and inputs used in the illegal manufacture of methamphetamine in and around
Afghanistan
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Maritime Information SHARING Workshop - 2023

2 edition of Maritime Information Sharing Workshop (MISW-23) hosted by IFC-IOR from 14 -
16 Sep 23 for the countries of the Indian Ocean Rim Association (IORA) and Djibouti Code of
Conduct/ Jeddah Amendment (DCoC/ JA) constructs.

Visit of members from Defence Command and Staff College (DSCSC), Sri Lanka led by
Cmde MTS Karunatunga, Cl, DSCSC at IFC-IOR - 06 Sep 23.

Visit of Adm M Nazmul Hassan, CNS, Bangladesh Navy at IFC-IOR - 13 Sep 23

MMSU:
SEP 20



*** End of Report ***
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ifc-ior.gurugram @navy.gov.in

https://indiannavy.nic.in/ifc-ior
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